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1. Introduction 

M3 (referred to as “M3”, “we”, “us” or “our” in this privacy policy) takes your privacy very 

seriously and we are committed to protecting your personal data. This includes information 

you provide to us and information that we obtain about you from other sources. The 

statement below describes what data we will obtain, how the data is used and how the 

data is protected. This Privacy policy relates to all candidates who apply either directly or 

indirectly to work for M3 (EU) Ltd or M3 Businesses including M3 Global Research, 

Doctors.net.uk, medeConnect, QQFS, Rotamaster, M3 Careers, M360 Research, 

OneHealth Communications and M3 USA. 

2. Who we are 

As your prospective employer, M3 and the M3 group business needs to keep and process 

personal data (including sensitive personal data) about you to allow the recruitment 

process and assess suitability for employment prior to a contract of employment. In doing 

so, M3 acts as a data controller. The information we hold and process will be used for 

management and administrative purposes only. We will keep and use it to run the business 

and manage our relationship with you effectively, lawfully and appropriately during the 

recruitment process. A separate Privacy Policy will be issued upon commencement of 

employment to cover whilst you work for us, at the time when your employment ends and 

after you have left. This includes information to enable us to comply with legal 

requirements, pursue the legitimate interests of M3 and protect our legal position in event 

of legal proceedings.  

Any questions about your data or our privacy policy can be addressed in writing to our 

Data Protection Off icer: dpo@eu.m3.com. 

3. Collection and use of personal data 

Purpose of processing and legal basis 

We collect personal information about our candidates through the application and 

recruitment process, either directly from individuals or sometimes from an employment 

agency or job board.  We may sometimes collect additional information from third parties 

including former employers, credit reference agencies and/or other background suitability 

check agencies. Where background checks and referencing are conducted by a third party, 

the third party will provide you with access to their own privacy policy which applies in 

addition to this one.  

In line with the UK Rehabilitation of Offenders Act 1974 we may carry out basic criminal 

record checks on all employees once a job offer has been made. 

M3 must have a legal basis for processing your personal data. For the purposes of 

providing you with employment (including all stages from application to contract of 

employment) we will only use your personal data in accordance with the terms of the 

following statement. 

M3 will collect your personal data and will process this for the following purposes: 

• Manage the recruitment process and assess your suitability for employment; 

• Make decisions about who to offer initial employment to, and subsequent internal 

appointments and promotions; 

mailto:dpo@eu.m3.com
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• Comply with statutory and/or regulatory requirements and obligations, e.g. 

checking your right to work and any associated visas; 

• Comply with the duty to make reasonable adjustments for disabled job applicants 

and successful candidates along with other disability discrimination obligations; 

• Ensure effective HR and personnel management; 

• Dealing with legal claims made against us; 

• Preventing fraud; and 

• Monitoring equal opportunities. 

In some cases, we may be required to use your data for the purpose of investigating, 

reporting and detecting crime and also to comply with laws that apply to us.  

The legal bases we rely on include: 

• Fulf illing a contractual obligation that we have with you; 

• Where we have a legitimate interest;  

• Complying with a legal obligation that we have; and/or 

• Your consent. 

Contractual obligations 

As your prospective employer we assume certain contractual obligations to you. This 

includes ensuring you gain the benefit of any statutory or contractual rights.  

If  we are unable to obtain or hold the information necessary to meet our legal or 

contractual obligations, we may be prevented from providing a contract of employment.  

Legitimate interest 

M3 has a legitimate interest in identifying suitable individuals for work opportunities 

provided it is reasonable and does not go against what you would reasonably expect from 

us. We are also interested in trends in recruitment and the development of reports that 

help us to devise recruitment strategies for hiring the best staff. 

Legal obligations 

M3 has many legal obligations to various individuals, clients and public bodies to ensure 

we are complying with laws in relation to for example: 

• Carrying out checks in relation to your right to work; 

• Checks to ensure your suitability to work for us; and 

• Making reasonable adjustments for disabilities or individuals who are in a 

rehabilitation process. 

Consent 
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Where we process special categories of information relating to your health, racial or ethnic 

origin, political opinions, religious and philosophical beliefs, trade union membership, 

biometric data or sexual orientation, we will always obtain your explicit consent to obtain 

these details unless this is required by law or the information is required to protect your 

health in an emergency.  

Special categories of data may be used: 

• for the purposes of equal opportunities monitoring; and 

• to determine reasonable adjustments. 

Where we are processing data based on your consent, you have the right to withdraw that 

consent at any time. 

4. Information we hold 

The types of information we hold includes your application form and/or Curriculum Vitae 

and references, background and security checks, correspondence with or about you, for 

example letters inviting you to interview, information needed for equal opportunities 

monitoring; and records relating to your career history. 

It is important that the personal information we hold about you is accurate and current.  

Please keep us informed if  your personal information changes during the period which we 

hold your data.  

You may provide M3 with details of other individuals (including, without limitation, referees 

and next of kin/persons to be contacted in an emergency).  By doing so you are confirming 

that you have that person’s consent to provide us with their details, to process the 

information for the intended purpose and to contact them for the intended purpose if  

necessary and/or appropriate. 

5. CCTV 

The UK London off ice uses Closed-Circuit television (CCTV) for security purposes. 

Recordings are kept for a maximum of one month and only IT staff have access to the 

system and the system is only viewed when required, not systematically. 

The purpose for processing this information is for security and safety reasons. The legal 

basis we rely on to process your personal data is article 6(1)(f) of the GDPR, which allows 

us to process personal data when its necessary for the purposes of our legitimate interests. 

6. Sharing of personal data 

Your data will be shared with colleagues within the Company where it is necessary for 

them to undertake their duties. This includes, for example, the HR department and 

recruitment / hiring managers to administer the recruitment process.  

Where we use third-party service providers, they are required to take appropriate security 

measures to protect your personal information in line with our policies.  We do not a llow 

our third-party service providers to use your personal data for their own purposes.  We 

only permit them to process your personal data for specif ied purposes and in accordance 

with our instructions and we will not sell access to your data to other businesses for 

marketing or any other purpose. 
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We may share your data with the following people or companies: 

Recruitment portal 

M3 uses SmartRecruiters (https://www.smartrecruiters.com/) as our applicant tracking 

system and recruitment portal. 

Pre-employment testing 

M3 uses HireSelect (hosted by Criteria), to provide a web-based pre-employment testing 

service. As part of the recruitment process you may be invited to undertake testing using 

their service.  

Suitability checks 

M3 use HireRight to carry out suitability checks where applicable for employees in UK, EU 

and US. For employees in India, M3 uses Dcode Research Services Pvt Ltd. 

References 

Where we have your consent, we may also share data with your former employer to obtain 

references. 

Group Companies  

M3 may share your data with other members of our group of companies for the purposes 

of monitoring and managing the services provided by the company. When sharing data 

across companies, where applicable we anonymise all personal data or protect the data 

by password protecting and / or using the secure f ile share application and ensure 

safeguards required by Data Protection Laws are in place and adhered to. 

Members of our group include: 

• M3 Inc (Japan) 

• M3 Medical Holdings Ltd (UK) 

o QQFS (Sweden) 

o M-Panels Research Services Pvt Ltd T/A M360 Research (India) 

o IQUS Ltd T/A RotaMaster (UK) 

o OneHealth Communications 

• Vidal Group Holdings Ltd including subsidiaries in France, Germany and Spain 

• M3 USA 

• M3 (EU) Ltd which includes trading styles: 

o Doctors.net.uk (UK) 

o medeConnect (UK) 

o M3 Global Research (UK) 

https://www.smartrecruiters.com/
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7. Protection of your data 

We are committed to taking all reasonable and appropriate steps to protect the personal 

information that we hold from misuse, loss or unauthorised access. 

Access to your data is restricted to ensure it can only be accessed by authorised users. 

We have minimised the need for data to be accessed unless this is strictly necessary to 

meet our obligations or to respond to any reasonable and lawful request and information 

is regularly backed up to reduce the risk of loss or corruption. 

8. Data Retention 

M3 will retain your personal data only for as long as is necessary for the purpose we collect 

it. Different laws may also require us to keep different data for dif ferent periods of time.  

At point of application, you will be asked if  you consent for M3 to retain your personal data 

on record for any suitable opportunities that may arise in future.  If you provide this 

consent, we will retain your personal data for 2 years from the date of your application.  

If you do not provide consent for M3 to retain your data for an extended period, we will 

retain your interview notes and CV including contact details for 6 months post interview 

to comply with our legal obligations. 

You may request for your details to be deleted at any time by contacting the Data 

Protection Off icer – dpo@eu.m3.com.   

9. Your rights 

Please be aware, you have the following Data Protection rights: 

• The right to be informed about the personal data the Company processes on you; 

• The right of access to the personal data the Company processes on you; 

• The right to rectif ication of your personal data; 

• The right to erasure of your personal data in certain circumstances; 

• The right to restrict processing of your personal data; 

• The right to data portability in respect of any data that has been provided to us 

directly by you; 

• The right to object to the processing of your personal data that was based on a 

public or legitimate interest; and 

• The right to regulate any automated decision-making and prof iling of personal data. 

You have a right not to be subject to automated decision making in way that 

adversely affects your legal rights. 

 

Where you have consented to M3 processing your personal data you have the right to 

withdraw that consent at any time by contacting us. 

mailto:dpo@eu.m3.com
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There may be circumstances where M3 will still need to process your data for legal or 

off icial reasons. We will inform you if  this is the case and we will restrict the data to only 

what is necessary for meeting those specif ic reasons.  

 

You can also contact us if  you want us to restrict the type or amount of data, we process 

for you, access your personal data or exercise any of the other rights listed above.  

10. Changes to the Privacy Policy 

This Privacy Policy was last updated on 10 September 2021. If it is necessary for us to 

alter the terms of this Privacy Policy, we will publish a revised policy on our recruitment 

portal. 

11. Complaints or queries 

M3 is committed to meeting the highest standards when collecting and using personal 

information and expects all staff to share this commitment. For this reason, we take any 

complaints very seriously. We encourage you to bring it to our attention if  you think that 

our collection or use of your information is unfair, misleading or inappropriate.  

This privacy policy was drafted with brevity and clarity in mind. It does not provide 

exhaustive detail of all aspects of M3’s collection and use of personal information. 

However, we are happy to provide any additional information or explanation needed. Any 

requests for this should be sent to the email address below. 

If you wish to complain about this privacy policy or any of the procedures set out in it, 

please contact our Data Protection Off icer – dpo@eu.m3.com 

You also have the right to raise concerns with your local Supervisory Authority if  you 

believe that your data protection rights have not been adhered to.: 

UK - Information Commissioner’s Off ice on +44 (0)303 123 1113 or at 

https://ico.org.uk/concerns. 

Sweden – IMY on +46 (0)8 657 61 00 or via email imy@imy.se 

United States – various state agencies such as the Pennsylvania Human Relations 

Commission at https://www.phrc.pa.gov/File-A-Complaint/Pages/Keystone-ID.aspx 

 

mailto:dpo@eu.m3.com
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